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HTB Dedicated Box 9 – Active

1. Nmap reveals most of the standard AD ports: SMB, Kerberos, WinRM, etc.

2. Shares are open.



3. Get the Groups.xml file.

4. Decrypt it to get the password for SVC_TGS.

5. Using impacket to Kerberoast with the new creds returns an admin ticket!



6. Crack it with hashcat.

7. Get the flags straight off SMB.

8. Boom!

9. Admin shell for bonus points.



10. User flag submitted.

11. Root flag submitted. Done!
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