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HTB Dedicated Box 11 - Grandpa and Granny

Grandpa

1. Nmap shows that only HTTP is available. It’s running IIS 6.0.

2. Searchsploit shows a nice code execution exploit for it, but it’s just a PoC.

3. MetaSploit has a similar exploit that works.



4. Run the local exploit suggester to find privesc vectors.

5. Run tasklist to find a process to migrate to for the privesc. davcdata works.

6. Migrate. Run the ioctl exploit to upgrade the previous Meterpreter session.

7. Got SYSTEM. Got the flags.



8. User flag submitted.

9. Root flag submitted. Done!



Granny

1. Just like the previous box, we have HTTP on IIS 6.0.

2. Same exploit works, too.

3. Exploit suggester returns the same exploits as the previous box.

4. Run tasklist to find a process to migrate to. I’ll use davcdata again.



5. I tried some of the other exploits, but the one I used on Grandpa was the 
only one that worked for me. An exploit so nice I used it twice.

6. Got the flags. Interestingly, SYSTEM privs don’t carry over to the shell. 
Have to use the Meterpreter prompt itself.



7. User flag submitted.

8. Root flag submitted. Done! These boxes were really similar. I’m not quite 
sure why HackTheBox would do a rerun like that, but good practice, anyway.
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