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HTB Dedicated Box 12 – Lame

Note: I didn’t use the writeup, so my attack path will probably look different 
than most. Personally, I think this path is more interesting than the way 
described in the writeup.

1. Nmap reveals FTP, SSH, SMB, and distccd.

2. Logged into FTP anonymously, but there was nothing there.



3. Tried to log into SMB, but couldn’t connect.

4. Looked up distccd. Found this HackTricks page. Tried the two techniques 
in the exploitation section. Neither worked. Got another exploit from the 
Github link at the bottom.

5. Started an ncat listener and ran the exploit. Wasn’t sure it worked based on
the output.

6. However, I was able to receive a reverse shell and get the user flag.



7. User flag submitted.

8. Upgraded ncat shell via the Python/stty technique. Although HTB Academy
doesn’t mention it, I believe this technique was actually invented by legendary
hacktivist Phineas Phisher, as shown in the original Hack Back Guide.

9. Interestingly, I’m able to cd to /root and view files as a low-privileged user. 
Can’t cat root.txt, though.

10. Even more interesting is that the root account has authorized SSH access
for the admin account of the famous Metasploitable CTF VM.



11. I downloaded Metasploitable and connected over ncat.

12. Got the private key for msfadmin.

13. After changing the key permissions to an acceptable value, I was able to 
log in as root and get the final flag.



14. Root flag submitted. Done!
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