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Legacy 

 

1. Nmap gives me just SMB and a closed RDP port. 

 

 

2. SMB doesn’t work right off the bat. 

 

 

3. I tweaked the SMB config to allow legacy protocols. Now the machine 

name makes sense. 

 

 

4. Better, but I’m still not able to log in. 

 

 

 



5. Scanning the SMB server with nmap scripts shows that this version is 

open to a couple vulnerabilities, including the infamous EternalBlue exploit. 

 

 

6. I tried EternalBlue, but it didn’t work for me on this machine. 

 

 

7. There were also some exploits available for the other vulnerability found 

by nmap, which is nine years older than EternalBlue. 

 

 

 

 



8. Metasploit has one, too. It works! 

 

 

9. Just like that, we have the user flag. 

 

 

10. The root flag is just as easy. No privilege escalation required! 

 


