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HTB Dedicated Box 14 – Postman

1. Nmap shows SSH, HTTP, Redis, and a Webmin instance. 

2. The Webmin version is clearly outdated and vulnerable to at least one 
exploit.



3. Tried all the Webmin exploits shown here. All but one of them required 
passwords and the one unauthenticated exploit didn’t work.

4. Tried to get some data off Redis but it was empty.

5. I also tried some exploits against Redis but none of them worked.

6. Eventually, I looked up Redis on HackTricks and found an easy method of 
manual exploitation via adding a key to the Redis user’s authorized_keys file.



7. Works like a charm.

8. Not enough permissions to get user, unfortunately.

9. Break out LinPEAS, everyone’s favorite go-to privesc checker.

10. Oh look, an encrypted SSH key backup.



11. Use ssh2john to extract the hash.

12. Based on the $0$ marker at the start of the hash, the correct hashcat 
hash type is 22911.

13. Hashcat has no trouble cracking the hash with rockyou.



14. Used su to move from redis to Matt and get the user flag.

15. User flag submitted.

16. Retried the most likely Webmin exploit again with the creds. Root access!



17. Root flag submitted. Done!
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