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A Reverse Engineering Primer by 
Chris Davisson and Joe Grassl



What Does “Fuzz” Mean?

 Hip slang for “the cops”

 Greatest psychedelic hard rock band of the 21 century

 A security testing technique where many different inputs are 
forced through an application and the response is evaluated



Web Fuzzing 101: Content Discovery

 Used to find hidden web directories and files

 For your arsenal: FFUF, the fastest web fuzzer in the known 
universe

 If you’re still using dirbuster or gobuster, you can throw that 
weak sauce in the trash right now



Fuzzing with FFUF
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Instrumentation

 Allows on-the-fly modification of code in running apps

 Ridiculously powerful when used correctly

 Many use cases in security and beyond



Introduction to Frida

 Instrumentation framework that injects JS code and uses a 
Python API. Also has command line tools and an r2 package!

 Highly popular with Android hackers but can be used almost 
anywhere

 Works by injecting a JavaScript engine directly into process 
memory, allowing it to hook functions, read memory, and alter 
execution



Hot Patching with Frida
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American Fuzzer 
Lop



Fun Facts about AFL

+ Named after a bunny

+ The latest, most up to date and 
advance UI (Command Line)

+ Made by Michael Zalewski

+ It’s fast (For a fuzzer which are all 
slow), solid and smart. 

+ Uses compile-time instrumentation 
and genetic algorithms to find test 
cases that trigger new internal states 
(Probably crashes)



SecNote using WFuzz



What is Wfuzz?

A nice an simple bruteforcing tool.

You tell it what to do, give it a big 
word list and just release it.



First We must connect

After setting up the VPN and starting 
the machine I pinged it to make sure 
it was connected.

The first one failed, then I actually 
started openvpn and tried again.



This is what I got going to the IP

As you can see, it's just a login page. With the 
ability to create a new one.

So, I did.

I made the user test1 and gave it a password.

Now, I know someone named tyler most 
likley has an account, so that’s something to 
remember.



Time to get fuzzing

Now I wanted to know who had accounts. 
This is where WFuzz comes in. I look for 
any response that includes the prompt at 
login saying the password is wrong.

Then I looked for any sql commands that 
would work.



I'm in!

I found that there was a username "dick" with 
the password "password" and another "tyler" 
who I didn't know the password for.

When I logged into dick's account I got an 
empty account. So I included all of the sql
injection into the username (one at a time) 
and got this.

I can now read his notes, which happen to 
include the password for tylers account.



Now I finally have it! Mimi's secret Stick Buns recipe



Thanks for watching!


