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HTB Dedicated Box 15 – Return

1. Ran nmap. We’ve got HTTP, Kerberos, SMB, LDAP, and some other stuff.

2. There’s a printer settings panel on the web server with some LDAP 
connection settings.



3. Changing the server address to connect to my netcat listener reveals the 
svc-printer password.

4. Evil-WinRM lets me connect and get the user flag.

5. User flag submitted.



6. There’s three privileges I could use to get the root flag: SeLoadDriver, 
SeBackup, and SeRestore. SeBackup is probably the easiest, though.

7. SeBackupPrivilege allows me to robocopy the root flag. I wanted to copy it 
straight to my SMB share but I couldn’t quite get that to work. I’ll save that as 
an exercise for future practice.

8. Got the root flag.



9. Root flag submitted. Done! Including the Server Operators method 
mentioned in the writeup, there’s at least three or four ways to get root on this
box, so that’s cool.
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